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Mailprotector empowers MSPs with a
full stack of email security and compliance
products managed through a single console.

Encryption

Easy to use encrypted email with secure file transfer features.

[e] Bracket

- SR Security
— 4
- CIOUdFIIter Total email security that blocks phishing, and other harmful attacks.
. Compliance
\' SafeSend o .
Adds critical compliance enhancements to sent messages.
- Continuit
XtraMail y .
Affordable, anytime access to a backup of your last 30 days of email.
- Hosting
CIOUdMaII Secure and budget-friendly email with the all the right features.
- Archivin
SecureStore g

Powerful email archiving with no storage and retention limits!
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Encrypted Email and File Transfer

Bracket gives you the most secure and easy to
use encrypted email... now with file transfer.

Email encryption has always been a pain to use. You had to create an account, download
and install an app or plugin, open the app, sign in, and finally create and send your mes-
sage. Bracket makes it so much easier! There’s nothing to install or maintain. Email is
encrypted from any client on any device, by wrapping the [subject] in brackets. Plus, with
Bracket Share (included) you can safely send and receive files up to 1GB effortlessly.
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High Security Fewer support tickets Unrivaled flexibility
Encrypted using AES-256 standards & No more lost passwords! Fool-proof Send encrypted email and safely transfer
geographically distributed keys. sign-in mails you a secure, expiring link. files from any email app or web browser.

Just [bracket] to encrypt... it's really that simple 5 & &

Bracket’s patented email encryption really is the easiest and safest way to keep your File Message Insert Options  FormatText — Review

sensitive emails secure and compliant with stringent industry standards requirements
such as HIPPA. There’s absolutely nothing to install, and as soon as it’s activated any user

. . . . . [Update from legal team]
can immediately send encrypted messages by bracketing the subject. It just works.

Includes Bracket Share for Secure File Transfer

Bracket Share gives every Bracket user their own personalized file transfer page with an
easy URL (Share link) they can give to anyone. As many as 20 1 GB files can be shared at
once! When files are uploaded and ready to send, the sender is validated via inbox
authentication to prevent abuse. Once sent, shared files and messages show up in the © s

Bracket inbox and the recipient is notified just like a regular Bracket email.

FEATURES

e Multi-layer AES-256 Encryption e Cloud-based... nothing to install e Two-Factor Authentication
e 1GB secure, custom file transfer o Intuitive and easy to use e Message Recall

e Encrypted from end to end e Works on any client, OS or device e Customizable profile

e Meets health/legal compliance e Password-free signin And much more...
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Email Filtering

Cloud-based email security that filters spam,
viruses, phishing attacks and beyond.

Spam and malware are here to stay. Email-based threats to organizations and individuals
continue to grow increasingly sophisticated as spammers innovate new tactics for evad-
ing spam and virus filtration systems. CloudFilter™ stops the junk and lets the good
email through. Messages containing offensive, harmful, or policy violating content are
held for user review, while good messages continue on their way.
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Accurate filtering Detailed analytics Powerful policy enforcement
Icon-based scoring indicators to clearly Quickly see why an email was held and Build and customize rules manually from
communicate various levels of safety. determine if the sender is trustworthy. templates, or through regular expressions.

A massive upgrade for Microsoft 365 security
CloudFilter handles M365 email more intelligently so there are less false-positives.

Users can preview held mail so important messages don’t get buried. Plus, they can see PHISHING

their inbox.

|
clear message analytics and security details, so they’re 100% sure it’s safe to release to ‘ l wAwARE \

Only get the messages you want =* Cloudilter

CloudFilter allows for granular control of the content and message quality that’s either

blocked or allowed for both individual users and larger groups as well. Users can also
add an address to their list of allowed or blocked senders from th message preview ion
one simple step. CloudFilter helps ensure that everyone receives only the email they

want in their inbox.

FEATURES

e User-friendly web console e Message content/delivery analytics e Activity logging

e Server attack rejection e Custom content rules e Adjust settings per user or globally
e Comprehensive held mail review o Attempts delivery for 24 hours e Manager role delegation

e Spoofed sender detection e Hassle-free user sync And much more...
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Outbound Compliance

SafeSend™ adds powerful compliance options
to your outgoing email filtering.

Much of the email security industry today focuses on inbound email threat protection,
and many companies imprudently downplay the importance of adding protection from
email threats and abuse within the organization. SafeSend™ provides this vital layer of
protection, allowing you to protect your company’s reputation and preventing sensitive
information from being leaked via email.
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Enforce sending policies Block sensitive attachment sending Protects reputation
If a bad email is sent, SafeSend stops it and Prevent sensitive information or file leaks Prevent embarassing spam from being
notifies the sender of the violation. from slipping out under the radar. sent from within your organization.

Instant blocking notifications
If someone tries to send an email that violates company policy or contains malicious

content, SafeSend will block the email and immediately notify them that the message
£ All Inboxes
was held. If the administrator permissions allow it, they can easily release the email for

From: Your Company

To: Karen Katani

delivery with a single click.

Outbound Quarantine Alert
Toda 37 P

Policy-based compliance

SafeSend gives administrators the ability to define which content is not permitted for

«== Your Logo

Caution: email not sent
email distribution. Utilize pre-defined content lexicons to secure data such as Social

The email you
becau:

eith

Security or credit card numbers, or create custom rules to cover your specific policies or
legal compliance needs. SafeSend even lets you benefit from the flexibility of regular

expressions to create custom content rules that help you stay compliant.

FEATURES

e Enforce TLS for high security e Sent spam quarantine e Realtime sending notifications
e Custom outbound rules o Message logs ¢ |nstant release to recipient

e Stop banned attachments e Stats and reporting e Protects from within

e Prevent information leaks e Reputation protection And much more...

mailprotector' mailprotector.com | sales@mailprotector.com | (800) 913-7740 © Mailprotector All rights reserved.



Email Continuity

XtraMail™ provides affordable, disaster
recovery with shadow inboxes.

Normally when email goes down vital conversations are abruptly cut off. Without a
continuity plan, your users have no choice but to sit and wait until normal email func-
tionality is restored. Thankfully there’s an easy, affordable solution for those emergency
situations. XtraMail™ is the always-on email service that gives your organization a
rock-solid business continuity plan.

Low cost Always on and accessible 30-day backup
Offer your customers peace of mind for an There’s nothing to activate during an Sent and received email is backed up and
amazing price that won't turn them away. outage, so you get zero-delay continuity. stored for a month before being purged.

Like a spare tire for your email

Email outages can leave users stranded until the cause of the problem is resolved.
Productivity comes to a screeching halt and the potential for missed opportunities is
high. XtraMail combats this by storing a rolling 30 day email backup. Users can login to

webmail and keep working without skipping a beat.

Nothing to turn on... sign in any time day or night

XtraMail works by routing a copy of all sent and recieved email that can be accessed via
webmail. Users can sign in to view their mail securely from any web browser (desktop or
mobile) at any time, even if their regular email systems are working properly. Once
XtraMail is enabled, there’s nothing to activate during an outage. XtraMail is always

working behind the scenes to ensure seamless continuity.

e Back up 30 days sent/received email

Filtered for spam, malware, phishing e Keep mail up during outages

o Affordable reduncancy Eases administrator burdens e No bounced email due to outage

e Mobile-friendly webmail

Quick and easy user setup ¢ No disruption during maintenance
e 24/7 access to mail

Nothing to switch on and off
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M CloudMail

Secure Hosted Email

CloudMail™ is budget-friendly email hosting
that has everything business users need.

Not all users need the bells and whistles offered from the big email hosting providers like
M365 and Google, so we've created an affordable option that includes the features vital
to most businesses while keeping costs low. CloudMail™ provides affordable 25GB
hosted email, contacts & calendars. It’s easy to split your domains, so the users that need
more services can use those, while the users who just need the basics use CloudMail.
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Email security Included Massive 25GB mailboxes Flexible access options
Security is seamlessly integrated so You'll never have to worry about your Email with your preferred email client via
there’s nothing to install or maintain. inbox size. No more “inbox full” messages! POP3/IMAP, or in our webmail console.

All the email essentials business users need

Keep up with your inbox through our convenient webmail, or in any email client via
POP3/SMTP syncing. CloudMail is filtered for spam, virues, phishing attacks, and more,
so your people are protected from the latest email-based threats. Contacts and Calen-

dar features are included, with full CardDav/CalDav support for syncing.

Save money with split-domains

Not everyone needs all the features of Microsoft 365 or Google Workspace, so you can
utilize CloudMail to you split domains into groups. People who email a lot can keep using
the more expensive email host, but those who don'’t use it as much (factory floor work-
ers, temps, interns, etc.) can be split into their own group and put on CloudMail. It's one

great way that Mailprotector helps you work more efficiently while saving money.

FEATURES

o Affordable hosting option e Address forwarding e Calendar support via CalDAV
o Access via webmail o POP3/IMAP Syncing e Optimized for all devices

e Filtered for spam and viruses e 25 MB Mailboxes e Hybrid accounts lower cost

e Held Mail reporting e Contacts synced via CardDAV And much more...
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Email Archiving

Email Archiving with unlimited storage and
retention at an affordable and predictable cost.

Tap in to the power of a secure, state-of-the-art archiving platform to effectively pre-
serve data, protect intellectual property, comply with data retention regulations,
address discovery requests and cut IT costs. When combined with our full suite of email
security and management services, SecureStore rounds out a comprehensive busi-
ness-class email solution.

Affordable Quick deployment Easy to use
Saves money from the start with no We've streamlined the setup process, so The intuitive interface is a snap to get
hardware or software to install/maintain you’re good to go in 20 minutes or less around with fast, accurate, reliable search

Preserve and safeguard your data

SecureStore’s Email Archiving solution helps organizations efficiently store, safeguard,
manage, and discover data from most email systems through Journaling. eDiscovery,
Retention and Legal Hold policies and Compliance Review are just a few items that make
SecureStore Email Archiving a strong tool for your archiving and compliance needs.
Lightning-fast search offers 20+ search criteria, no limitations of timeouts and advanced

search tools with reusable saved search and email alerts.

Maintain compliance
Regulated by PCI, SEC, GLBA, HIPAA, HITECH, SOX? You’re covered. SecureStore

provides an easy-to-access archive of ESI, to comply with even the most stringent

government mandates, industry regulations and corporate policies.

e M365, Google, and IMAP/POP3 o Audit & Activity logs e Unlimited storage and retention
e Journaling e Easy management ¢ Advanced search tools

e Compliance tags e Quick to set up and deploy e Role-based access

e eDiscovery e Meets regulatory standards
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